Abstract In this paper, we describe a pilot study of the clinical use of a wireless network of personal digital assistants (PDAs). We describe how we are dealing with the concerns of the clinicians with respect to maintaining the security of patient records and the potential interference which wireless devices might cause critical medical systems. Beyond these technologydriven issues we also describe a framework based on activity theory which we will use to guide the evaluation of the PDAs.
Introduction
This paper aims to provide a snapshot of our work at the Gastrointestinal (GI) unit of the Western General Hospital Trust where we have initiated a pilot study of the clinical use of a wireless network of personal digital assistants (PDAs).
The use of PDAs in clinical settings is growing with anecdotal evidence that almost 50% of clinicians in the United States use a PDA in their work. We quote only two illustrative cases here. Lapinsky et al. [1] have reported the use of the infrared-enabled Palm III PDAs in a Canadian intensive care unit. Limited medical software had been pre-installed. All participants reacted favourably, irrespective of prior familiarity with the device. However, it was suggested that usability could be enhanced by improving data entry and providing drop-down menus and shortcuts. The need for wireless data transmission between staff and customised features was also highlighted. A similar trial of Palm VIIs has been conducted at the Cedars-Sinai hospital in California for wireless access to clinical information from patient records, replacing web browsers and desktop PCs. Information was also transferred between colleagues during ward rounds or at shift changes [2] . The hospital is researching the potential for closer integration between PDAs and Oracle databases. More generally, Shipman [3] reports popular uses of PDAs to include patient tracking, particularly laboratory and test results, and access to treatment protocols and educational information. In the UK, a pilot study in Glasgow of pen-based PDAs for the capture of anaesthetic clinical data suggested that the device presents a viable alternative to paper [4] , while a feasibility study investigating the potential for PDAs in an Edinburgh intensive care unit [5] indicated benefits would be realised in both patient handover and the processing of vital signs data. However, it was suggested that the benefits of mobile technology would be optimised through a combination of PDAs and larger tablet handlheld devices.
It is recognised, of course, that the concept of a personal digital assistant is necessarily at odds with the highly collective / cooperative nature of the work involved. To address this problem is, in principle, very simple namely linking the PDAs by the use of a wireless network. In practice, of course, the NHS (British National Health Service) has a number of major concerns regarding wireless networking. Firstly, it has an understandably deep reluctance in having confidential patient records broadcast across the ether. There is a partially voiced fear that unauthorised people lurking in hospital car parks could in some sense 'pick up' such transmissions and compromise patients' rights to confidentiality. The second major concern is that wireless devices on and about the wards and consulting rooms might interfere with critical medical systems. While custom and practice might witness a surgeon taking calls of her cell phone during a medical procedure, this is generally perceived to be a 'bad thing' and not to be encouraged. A third concern is what we have termed 'Lenin's argument'. Lenin famously observed that everything is connected to everything else. This is also true of the networks of the National Health service. The Western General Hospital, Edinburgh (WGH), is part of the Lothian University Hospitals NHS Trust which comprises a number of other hospitals including the Edinburgh Sick Children's NHS Trust and the Royal Infirmary of Edinburgh NHS Trust. And all of this is part of the UK-wide NHSnet. Everything is connected to everything else. This inter-connectivity is another source of anxiety for network security. A breach in security anywhere is a breach in security everywhere (or at least this is the perception / fear).
These concerns must be seen against the background of potential advantages and opportunities for the clinician, which for this pilot study are seen to be (we do not expect this list to be in any sense definitive):
1. Being able to view patient records on demand on a mobile device; 2. The voice dictation of letters, notes during consultations with patients. These notes would then ideally be automatically transcribed using a voice-totext system. 3. The on-line ordering of medical tests. 4. The on-line viewing of medical test results. This may prove to be the 'killer application' for the clinicians in the unit. Blood test results are an essential diagnostic tool and retrieving them a major focus of a clinician's use of desktop Pcs. If these results could be made available, it is likely that using a PDA may become a sine qua non. 5. Email to primary carers (i.e. the patient's doctors). We now provide a description of the context of this work.
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The work of the GI unit
The Western General Hospital cares for more than 150,000 patients every year. The hospital's policy is to ensure that each patient receives the highest possible standard of care and treatment in the most appropriate environment. It provides district hospital services for North Edinburgh and surrounding areas, including some services for the whole of Lothian, with its population of over 750,000 people. The hospital also provides specialist acute health care, locally, nationally, and internationally in specialities including Neurosciences, Oncology and Gastrointestinal Medicine.
The GI Unit is a busy department providing care and a wide range of treatments for patients from a large area of Scotland. It specialises in the investigation and management of patients with conditions involving the stomach, intestines, liver, pancreas and bowel. The unit comprises four consultants, registrars, house officers, junior and student doctors, nurses, research staff and laboratory staff. There are also four permanent secretaries and two office clerks. The physicians look after emergency admissions, carry out several patient clinics, see patients in the ward, perform specialist procedures, and interact with many other specialists in the care of these patients. The secretarial and clerical duties include typing up clinic and other patient letters and discharge summaries, result gathering and information dissemination, tracking patient notes, and making patient appointments.
A major problem in the GI unit, and all busy hospital departments, is managing the flow of information regarding patient management. Tackling this problem has been the focus of two years of work in collaboration with the GI Unit. This project aims to continue that work, with further improvements to the information system, by evaluating the usefulness and technical viability of a network of PDAs. The Unit was chosen to be the focus of the project, as it typifies a busy hospital department, and reflects the work patterns, goals and constraints regarding the information system of most similar departments within the hospital.
3 Answering the challenges
Security
Current security methods employed by the IEEE 802.11b standard for wireless networks use the WEP (Wired Equivalent Privacy) protocol are designed to provide the same level of security as on a wired LAN. This includes the encryption of data transmitted over radio waves. Although widely used in corporate, education, healthcare and other contexts, there are still valid concerns over the vulnerabilities of wireless networks to eavesdropping and general hacking, and serious flaws have been exposed in the WEP encryption algorithms. To enable significantly improved secure end-to-end transmission of data over a wireless network, the solution we have adopted is to overlay the 802.11b wireless network security with a further layer of security in the form of a Virtual Private Network (VPN). The VPN provides very strong authentication and encryption, using a secure tunnel end-to-end connection. IP packets are encapsulated within packets, which are encrypted before being transmitted through the secure tunnel. VPNs are based on the IPSec protocol and well-established authentication and encryption algorithms, such as AES and MD5, making them the gold standard for security.
In the proposed set up for the GI Unit, PDA client devices communicate over a wireless network, with a database server held on the existing trusted wired hospital network. Security of data communicated over the wireless network is be achieved by the use of a VPN. A VPN router (the CISCO VPN concentrator 3005), is the connection point to the hospital network, and routes all wireless communications through a secure tunnel connection to the PDA devices. The PDA devices are equipped with the software client necessary to establish these end-to-end tunnel connections. Figure 1 is a diagram of the implementation. The concentrator negotiates the security parameters, authenticates users, creates and manages tunnels, encapsulates packets, transmits and receives them through the tunnel, and un-encapsulates them. Using this method, users are authenticated, and data is secured and encrypted while on the wireless network. The concentrator also provides firewall functionality to the wired network, allowing strict restrictions to be placed on which devices on the wireless network are allowed wired network access, and restrictions on the devices and services on the wired network that they can access. A further authentication stage is required in the form of a username and password to gain access to the data on the database server on the Ethernet hospital network.
This implementation satisfies all of the NHS security requirements as set out in the NHSnet SyOP document Wireless LANs in an NHSnet Environment, and the Wireless LAN's Guidelines for Implementation, Security and Safety (Rev 03 Feb 2003).
Interference
In addition to these wireless network security measures, another major concern is the potential interference which the wireless network may cause medical or other equipment in the hospital. Interference testing at the Medical Physics department of the Edinburgh Royal Infirmary is being conducted to ensure that no conflict is caused with existing wireless telemetry and monitoring systems in the hospital.
802.11b wireless devices work at a frequency in the 2.4 GHz spectrum, and it is known that other devices working on the same frequency spectrum may cause mutual interference. The field tests ensure that electromagnetic compatibility (EMC) guidelines suggested in NHS Policy Document 631 (April 2002) are adhered to, and that no interference is caused by the wireless devices, or to the wireless network by other devices. Tests are being carried out with PDAs and Access points at distances of 0.5, 1, 5 and 10 metres from any clinical, IT and telephony hardware. Care will be taken in locating base stations and any antennae at a safe distance from wiring and cabling. The cardiac unit telemetry system uses a wireless network by Symbol Technologies. The company claims this Spectrum24 system has high immunity to electronic interference.
The chosen wireless Access Points for the pilot are Cisco products which are currently deployed in other medical environments. These products use Direct Sequence Spread Spectrum radio technology (DSSS), which can be programmed to operate on select dedicated channels to reduce interference. Radio power management allows DSSS systems to be configured to work at lower power levels, which also reduces the likelihood of interference to installed medical equipment. To date, there have been no reported cases of EMC interference to medical devices from Cisco wireless LAN equipment deployed in hospitals.
Supporting the opportunities
One of the reasons this pilot project came about lies with a tranche of preliminary work which two of us had been pursuing for some time (Milne & Penman). This new GI Patient System (GIPSY) has been used successfully as a working system for over a year. The GIPSY system largely replaced a paper-based system and contains patient details, clinical history, treatment records and other related material. This work began with the development of a simple standalone Access database designed to manage patient correspondence flowing between the patient's doctor and the GI unit and has now grown into an intranet-based implementation. This revised system comprises an SQL database with a layer of PHP programming to access it. As part of this work we were able to demonstrate both the practicality of accessing these data using a PDA and the restrictions of doing so without the use of a wireless network.
Choice of mobile device
The PDA chosen for this pilot is the HP iPAQ H5450 Pocket PC, selected because of the availability of the Pocket PC operating system and a wireless extension pack. In the first instance we have purchased 8 and have distributed them to GI unit clinicians in advance of the trial of the wireless network proper so that they can become familiar with their operation.
The intranet application
A working 'proof of concept' intranet application has been created. This application, based on GYPSY, has four main functions which are:
1. Basic patient demographics (name, address, date of birth).
2. Access to existing clinic letters. These comprise the correspondence between the unit and the patient's own doctor and as such provide a clinical history. 3. Direct entry of diagnoses, test requests, drugs, follow up (i.e. "I'll see this patient again in 3 months time."). The creation of new out-patient records. 4. Access to GI guidelines. This is aimed at the junior doctors and provides clinical help and a guide to the GI unit's procedures. Initial tests with this simple system have established its stability and a small number of real patient records have been entered into the database -see figure 2 -modified and retrieved. 
Evaluating the PDAs in use
The evaluation of the PDAs in use presents a non-trivial challenge. There are multiple potential foci. To take just a few examples, these include:
• issues of ergonomics such as the readability of the text on-screen;
• aspects of co-working such as the effectiveness of communication between general practitioners and hospital clinicians; • matters arising from NHS policy, such as support for clinical governance. There are also multiple stakeholders in the process: to identify just a few, hospital clinicians, primary care practitioners, NHS IT personnel, the patients themselves, administrative staff, and the team developing and evaluating the technology. Each of these groups have their own concerns and critical success factors. Taking two examples, for clinicians, as we have already noted, better access to test results will be the core element in judging whether the initial application is worthwhile. For their colleagues in IT, concerns focus on the trouble-free co-existence of the PDA applications with other technologies, and the integrity and security of patient data. These and many other aspects need to be investigated and reported in a co-ordinated manner if the evaluation project is not to become impossibly unwieldy. Clearly some form of organising structure is required. Once that is in place the identification of specific evaluation techniques is relatively straightforward in most areas, though the evaluation of cooperative tasks still lacks proven methods.
Support for the view that evaluation in real-life practice is difficult is offered by Smithson and Hirschheim [6] in their review of information systems evaluation methods. They note the existence of significant problems in deciding what to evaluate, at what level to evaluate (e.g. macro, sector, firm, application and/or stakeholder) as well as the sheer practical difficulties of the evaluation process itself. Evaluation is, therefore, both a highly problematic and politically-sensitive task. Smithson and Hirschheim's review groups approaches to evaluation into three 'zones' of application: efficiency of the system in question, the effectiveness of the system and an understanding of the very issues of evaluation itself (see table 1 ). These are seen to be moving from objective/ rational criteria to increasingly subjective / political.
The first of these, efficiency, has a strong quality and quality-control flavour about. It is the most 'objective' and quantitative of the three. Next, the zone of effectiveness is based upon the theme of cost-benefit analysis (ranging from measures of systems usage through to user satisfaction). Finally, the zone of understanding recognises there is no one best method for evaluation for all situations and contexts. An approach aimed at understanding "…regards evaluation as problematic and seeks to understand more about evaluation in the particular organisational context".
Our own approach utilises a similar tripartite structure reinforced by a theoretical underpinning. We have demonstrated the utility of this partitioning of the problem of evaluation elsewhere [7, 8, 9] . In the first of these studies we drew on activity theory to show how the classic hierarchical structure of an activity as developed from the work of Vygoski, Leontev and Engestrom could be adopted as a conceptual structure for evaluation. Then extending these ideas we showed how such a structure could be mapped onto different forms of affordance. In essence, of course, the two sets of mappings are functionally isomorphic. Given the similarities between these two sets of mappings we will focus on the activity theoretic approach for the purposes of this discussion and demonstrate how it can be applied to the PDA evaluation.
Activities, Actions and Operations
In this section we set out the basics of one variant of activity theory, that developed by Leont'ev [10] . Unlike traditional task analysis, Leont'ev proposed the study of human activity based on an understanding of the individuals' object, which is usually interpreted as objectified motive -motive made visible or tangible. This allows us to identify uniquely a unit of analysis -the activity -by distinguishing between motivations. Activities are realised by way of an aggregation of mediated actions, which, in turn, are achieved by a series of low-level operations which are not under conscious control and hence do not require attention. This structure, however, is flexible and may change as a consequence of learning, context or both. An activity, then, is the sum of the all of its constituent actions -and no more. To evaluate the actions is to evaluate the activity (at least this is a hypothesis we are happy to entertain).
By way of example, consider the process of learning to use a complex interactive device such as a PDA. The object of the activity is quite complex, probably including (among other things) the need to access and record information in a readily portable form, satisfying an interest in exploring new technology, improving the efficiency of day-to-day working life, perhaps even fulfilling a desire to be seen as someone ready to adopt new modes of working. The activity is realised by means of an aggregation of actions (e.g. setting up the device and its connection to the network, retrieving material, inputting one's schedule and so on). These individual actions in their turn are realised by a set of operations -(e.g checking relevant boxes with the stylus, hand-writing items in a list). However, humans constantly learn with practice, so for instance when first presented with the handwriting recognition utility, the formation of characters recognisable by the device is the subject of conscious attention at the action level. With practice the action of writing on the PDA becomes an automatic operation. Over time the activity of using the PDA itself may be effectively demoted to that of an action -unless circumstances change. Such changes might include new procedures for communicating and recording patient data, or the acquisition of a radically upgraded device. In such circumstances consciousness becomes refocused at the level demanded by the context. This formulation of an activity is of interest for a number of reasons: firstly, the essentially hierarchical structure, which allows us to look at different levels of task, from entering characters to the coordination of patient care. Secondly, it introduces the ideas of consciousness and motivation at the heart of the activity, supporting the identification and analysis of different activities belonging to different stakeholder groups. Finally, Leont'ev offers a mechanism by which the focus of consciousness moves up and down the hierarchy depending on the demands of the context, thus affording a consideration of changing device use over time. There are two things of note in the above figure. Firstly, the operations layer has been re-badged the 'ergonomic /usability layer' to better reflect the nature of the evaluation. Secondly, the tasks do not neatly have a 1:1 mapping with the ergonomics layer which is not unexpected. (Figure 4 is intended to be indicative only and we expect to modify the mappings as the evaluation progresses.)
In practice
Having established a theoretical and practical framework for the evaluation the next step is to map practical techniques onto each layer. Table 2 is (again) indicative of this mapping. The techniques themselves are standard in user-centre evaluation and are designed to elicit both 'snapshot' impressions and longer term experience. To be established with the clinicians. Also acceptance of publications in recognised academic forums, attraction of funding.
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Initial evaluation findings
As we write, we have a working wireless network of PDAs linked over the hospital network to the browser-based GIPSY system. Initially a trial group of 5 GI clinicians consisting of 2 consultants, 2 middle-grade registrars and 1 junior doctor have been issued with PDAs and spent some weeks familiarising themselves with their operation. They have been encouraged to use the PDAs for everyday tasks such as task, schedule and email organisation, note-taking and anything else they find useful. They have also been observed while interacting with the new GIPSY system with its initial basic functionality. Evaluation has begun at the ergonomic / usability-level layer, and at the task-level layer, using the group's reactions to this initial PDA usage.
At the ergonomic/usability layer, initial findings are very favourable, with the doctors experiencing no significant usability difficulties after the initial familiarisation period. They find using the virtual keyboard satisfactory, but slower to use than a conventional PC keyboard. This is reflected in the finding that the group enjoy being able to download their email messages to the PDA to be perused at leisure, but rarely consider typing a reply on the PDA, preferring to do this from a PC keyboard. Most have adapted to using the handwriting recognition facility as their preferred text entry method, as it is quick and intuitive. The odd misinterpretation of a typed phrase is not seen as a big problem, as this method is mainly used for creating private notes on patients etc, for their own viewing. The majority of input for clinic detail entries, test requests and so forth is via drop-down selection boxes, which the doctors find very fast, easy to use and inherently accurate. The voice dictation facility is seen as an extremely useful aid as it supersedes old, clumsy and unreliable tape machines, and the dictation is immediately available to the secretary for transcription. Interviews showed that the group find the way that text is presented on the high resolution PDA screen is clear and easy to read. All the User Interface forms on the system adapt well to the screen size and the group are happy regarding readability. The doctors find the PDA very light and convenient and easy to carry in their coat pocket, although concerns were voiced that a PDA bouncing around in a busy, fast-moving clinician's pocket might be liable to fall out due to its lightness! The junior doctor was particularly welcoming of the convenient size of the device stating that at present he is expected to carry with him at all times a large BNF (drug reference book), Guidelines manual, and Dictaphone, which could now all be replaced by the one PDA device.
At the task-level layer, the (initial limited) functionality performs as expected. There were many requests for the addition of access to test results, which is a functionality to be added very soon. As regards the question of prompt retrieval of data, although the doctors noticed that the system was slightly slower than a wired network connection, this was perceived as still quite acceptable and there was no significant or irritating delay. The integrity of data on the system has been reliable, and it was remarked that data entry via dropdown menu lists improves accuracy and legibility of data entry. The PDA functionality so far is perceived by all participants to improve performance of relevant tasks. For example, details of a patient's clinic visit including test requests can be entered by the doctor on average in 30 seconds -far faster than filling in the relevant paperwork. Requesting tests via the PDA was highlighted as being a vast improvement over the previous paper form filling method. Details were easy to enter and clear to read. Patient details such as name, Hospital Number, date of birth were automatically entered from the system, ridding doctors of the task of repeatedly writing these details on different forms. Evaluation at the high-level activity layer will take place as the pilot evolves. The pilot project is still at an early stage, but initial interviews suggest that the introduction of PDAs in the hospital environment is a viable and useful proposition. Working closely with the clinician trial group, functionality will be added and improvements made as we understand more fully their mobile needs on a daily basis.
